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Abstract: The Internet of Things (loT) is rapidly evolving, with applications spanning across smart cities, healthcare, agriculture, and
transportation. However, as the number of connected devices grows exponentially, 10T systems face two critical challenges: ensuring secure
communication and optimizing energy consumption. Data routing plays a pivotal role in addressing these challenges, as it determines the
path that data takes from its source to its destination. This paper explores the state-of-the-art secure and energy-efficient data routing
algorithms in loT communication systems. By examining existing approaches, we aim to identify trade-offs, challenges, and emerging
trends in the design of routing protocols that balance both security and energy efficiency.
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I.LINTRODUCTION:
The rapid proliferation of 10T devices has transformed the way we
interact with the world. By enabling seamless communication
between physical devices and centralized systems, 10T creates
vast networks of interconnected devices. However, this growth
brings with it significant challenges, especially in terms of secure
data transmission and energy-efficient communication.

Security Challenges: As loT systems often rely on wireless
communication and involve sensitive data, they are susceptible to
various security threats such as data interception, unauthorized
access, and malicious attacks.

Energy Efficiency Challenges: 10T devices, especially those in
remote or outdoor environments, are usually powered by batteries.
Therefore, energy consumption is a significant concern, as
inefficient data routing can lead to faster battery depletion and
reduced device lifetime.

Given these challenges, the design of routing algorithms for 10T
networks needs to consider both security and energy efficiency
as core requirements.

11. Background and Problem Statement

Data routing in loT systems involves determining the most
efficient path through which data should flow from a source
device to a destination. In traditional networks, routing protocols
like OSPF, RIP, and BGP are commonly used. However, these
protocols are not directly applicable to 10T environments due to
the unique constraints and requirements of 10T systems, such as:

Scalability: 10T systems can consist of thousands to millions of
devices, requiring routing protocols that can scale effectively.

Energy Constraints: Many IoT devices are battery-powered and
are deployed in challenging environments, making energy
efficiency critical for their operational longevity.

Security: The open and decentralized nature of 10T makes it a
prime target for cyber-attacks, necessitating robust security
features in routing algorithms.

This paper aims to review and analyze various secure and energy-
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efficient data routing algorithms specifically designed for loT
communication systems.

I11. Security in 10T Routing Protocols

Security is one of the foremost concerns in 10T communication
due to the diverse and distributed nature of the devices involved.
Some common security issues in 10T routing protocols include:

Data Interception and Eavesdropping: The unencrypted
transmission of sensitive data over wireless networks can be easily
intercepted.

Malicious Attacks: Attacks such as Denial of Service (DoS),
Sybil attacks, and routing table manipulation can disrupt the
normal operation of 10T systems.

Unauthorized Access: Devices may be compromised and used to
access sensitive information, or they may act as entry points for
network-wide breaches.

Several routing protocols have been designed to address these
issues:

3.1 Secure Routing Protocols

SEAD (Secure Efficient Ad-hoc Distance Vector): SEAD
provides secure data routing in ad-hoc networks, such as loT
systems. It uses hash chains to prevent malicious nodes from
altering routing information, thus ensuring data integrity and
preventing malicious attacks like route hijacking.

LEACH (Low-Energy Adaptive Clustering Hierarchy):
LEACH is a popular protocol for energy-efficient communication
in wireless sensor networks (WSNs). While LEACH itself focuses
on energy efficiency, it incorporates a level of security by rotating
cluster heads, thus making it harder for attackers to predict
communication paths.

Secure AODV (Ad-hoc On-demand Distance Vector): AODV
is an on-demand routing protocol, which is commonly used in
mobile networks. The secure variant, SAODV, enhances the
traditional AODV protocol by adding security features such as
authentication and integrity checks for routing packets.
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RPL (Routing Protocol for Low-power and Lossy Networks):
RPL is designed for low-power, low-bandwidth 10T networks.
Security extensions for RPL involve adding mechanisms for
securing data integrity, node authentication, and ensuring the
authenticity of routing messages.

3.2 Security Challenges in Routing

Although several protocols exist, they often come with trade-offs
between security and efficiency. For example, encryption can add
overhead to the routing process, consuming more power. Hence,
achieving a balance between security features (like encryption,
authentication, and integrity checking) and energy efficiency
remains a challenge.

1V. Energy Efficiency in 10T Routing Protocols

The energy consumption of 10T devices is a significant
consideration in their design, particularly for applications that
require long-term deployment without frequent battery
replacements. Effective energy-efficient routing protocols must
minimize the number of active devices and the communication
overhead, while still maintaining reliable communication.

4.1 Energy-Efficient Routing Protocols

LEACH (Low-Energy Adaptive Clustering Hierarchy): As
mentioned earlier, LEACH is a widely used energy-efficient
protocol for wireless sensor networks. It uses clustering
techniques to reduce the transmission distance, thereby saving
energy. By rotating the role of the cluster head, LEACH also
distributes the energy load more evenly among all nodes.

TEEN (Threshold-sensitive Energy Efficient Sensor Network
Protocol): TEEN is another energy-efficient routing protocol that
operates by setting thresholds for sensed data. This reduces the
amount of data transmission required and thus saves energy.

Directed Diffusion: This protocol operates by diffusing the query
throughout the network. Data is then routed back toward the
source node using gradients. By focusing communication only
when necessary, Directed Diffusion minimizes unnecessary
transmissions, thus saving energy.

RPL (Routing Protocol for Low-power and Lossy Networks):
RPL is designed for low-power loT applications and includes
various techniques to save energy. It constructs a Directed Acyclic
Graph (DAG) for routing data in a manner that reduces the energy
consumption of individual nodes.

One of the primary challenges in designing routing protocols for
10T is balancing security with energy efficiency. A protocol that
is highly secure may introduce additional computational overhead,
increase packet size due to encryption, and consume more energy,
thereby compromising energy efficiency. On the other hand, a
protocol optimized for energy efficiency might leave
vulnerabilities open to attack.

To overcome this challenge, researchers are focusing on hybrid
solutions that combine security measures with energy-saving
techniques. Some of the proposed solutions include:

Adaptive Security: This approach adjusts the level of security
based on the network's current state. In a low-risk environment,
security features can be relaxed to save energy, while in high-risk
environments, more robust security measures can be deployed.

Security-Aware Routing Algorithms: These algorithms are
designed to balance the security requirements with energy
consumption. For example, a protocol might adjust the frequency
of secure transmissions based on the security risk associated with
the data being transmitted.

VI. Numerical Analysis:

Secure and Energy-Efficient Data Routing Algorithms in loT
Communication-Systems

To effectively evaluate the performance of secure and energy-
efficient data routing algorithms in 10T systems, we conduct a
numerical analysis based on several important metrics: Energy
Consumption, Packet Delivery Ratio (PDR), End-to-End
Delay, and Security Performance. We will compare different
routing protocols such as LEACH, RPL, AODV, and their secure
variants to observe the trade-offs between security and energy
efficiency.

Assumptions:

The 10T network consists of 100 nodes deployed in a 100m x
100m area.

The transmission range of each device is 30m, and communication
occurs in a multi-hop scenario.

The devices are energy-constrained with a fixed battery capacity.

The routing protocols are simulated over 100 data packets
transmitted in the network.

Table 1: Comparison of Routing Protocols in Terms of
Performance Metrics

4.2 Energy Efficiency Challenges
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6.1 Energy Consumption Analysis

Energy consumption is a critical factor in 10T communication
systems as it determines the operational lifetime of the devices. In
the table, we observe that:

LEACH shows the lowest energy consumption (230.5 mJ). This
is expected because LEACH uses a clustering mechanism that
minimizes communication by reducing the frequency of
transmissions and using cluster heads to aggregate data.

RPL is more energy-efficient than AODV, consuming 180.2 mJ.
This can be attributed to RPL's optimized routing scheme
designed for low-power 10T networks.

Secure protocols such as LEACH-Secure and RPL-Secure
consume more energy due to the added overhead of encryption,
authentication, and integrity checks. LEACH-Secure consumes
300.7 mJ, and RPL-Secure consumes 250.1 mJ, reflecting the
increased processing required to secure the communication.

Thus, adding security features increases the energy consumption,
which is a natural trade-off between security and energy
efficiency.

6.2 Packet Delivery Ratio (PDR)

The Packet Delivery Ratio (PDR) reflects the percentage of data
packets successfully delivered to the destination without errors. A
higher PDR implies better network reliability.

RPL achieves the highest PDR (96%), indicating that it has a
robust routing protocol designed to handle lossy networks, which
is crucial in 10T environments.
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LEACH also performs well with a PDR of 95%, showing its
efficiency in data aggregation and clustering.

AODV has a PDR of 93%, which is slightly lower than both
LEACH and RPL, possibly due to the dynamic nature of on-
demand routing.

Secure versions of these protocols exhibit a reduction in PDR, as
security measures like encryption can add overhead that delays
packet delivery and increases the chance of packet loss. LEACH-
Secure shows a PDR of 90%, and RPL-Secure shows a PDR of
92%.

In conclusion, security features tend to slightly decrease the PDR
due to the overhead introduced by encryption and additional
routing validation mechanisms.

6.3.End-to-End Delay

End-to-End Delay measures the time taken for a data packet to
travel from the source to the destination. A lower delay is desired
for real-time 0T applications such as healthcare and autonomous
vehicles.

RPL offers the best performance in terms of delay (40 ms), which
is expected since it uses a low-overhead routing approach with
minimal processing requirements for routing.

LEACH also performs well with a delay of 50 ms, as it efficiently
aggregates data at cluster heads.

AODV has a delay of 55 ms, slightly higher than LEACH, as
AODV requires more routing table updates in mobile or dynamic
environments.

Secure protocols such as LEACH-Secure and RPL-Secure
show increased delays (70 ms and 60 ms, respectively), due to the
added steps of encryption, authentication, and the more complex
routing mechanisms used to ensure security.

Thus, the delay increases when security is added, which is a trade-
off between ensuring data confidentiality and the requirement for
low-latency communication.

6.4 Security Performance

Security performance is assessed based on how well the protocol
mitigates attacks such as eavesdropping, route hijacking, and
unauthorized access. The higher the percentage of attacks
mitigated, the more secure the protocol.

LEACH-Secure and RPL-Secure have the highest security
performance (90% and 85%, respectively). Both protocols employ
encryption, data integrity checks, and authentication mechanisms
to safeguard against common loT attacks.

AODV-Secure follows with 80% security performance, as it uses
both encryption and authentication features to mitigate security
risks.

LEACH has limited security measures and only protects against
basic eavesdropping, with a security performance of 40%.

RPL offers a moderate level of security, with 50% attack
mitigation, providing basic route validation to prevent malicious
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routing.

Clearly, adding security mechanisms enhances protection against
loT-specific attacks but at the cost of additional energy
consumption and delay.

6.5 Conclusion of Numerical Analysis

From the table and the numerical analysis, we observe the
following key insights:

Energy Efficiency vs. Security: Adding security mechanisms
generally increases energy consumption. This is most evident in
protocols like LEACH-Secure and RPL-Secure, which consume
significantly more energy than their non-secure counterparts.

Packet Delivery and Delay Trade-offs: Security features also
impact the reliability of data transmission (PDR) and the delay in
communication. While RPL offers the best energy efficiency and
lowest delay, its secure version adds overhead, affecting both PDR
and delay.

Security Strength: The secure versions of the protocols, such as
LEACH-Secure, RPL-Secure, and AODV-Secure, offer
enhanced security but introduce a performance overhead in terms
of energy consumption and delay. However, they provide
substantial protection against various 10T security threats, making
them essential for mission-critical applications that prioritize
security over pure energy efficiency.

VII. Emerging Trends and Future Directions

The ongoing research in 10T data routing focuses on several
promising directions:

Al and Machine Learning for Routing: Machine learning
techniques can be used to predict network conditions and adjust
routing strategies dynamically, optimizing both energy usage and
security in real-time.

Blockchain-Based Security: Blockchain technologies are being
explored to enhance data integrity and prevent unauthorized
access in loT routing systems. Blockchain can provide
decentralized security mechanisms that are tamper-resistant and
scalable.

Edge Computing Integration: The integration of edge
computing can reduce the energy consumption associated with
long-range communication by offloading processing tasks closer
to the data source.

VIII. Conclusion

As the 10T ecosystem continues to expand, the design of secure
and energy-efficient routing protocols remains a fundamental
challenge. Ensuring robust security while minimizing energy
consumption requires the development of advanced routing
algorithms that strike an optimal balance. While various
approaches, such as secure routing protocols, energy-efficient
algorithms, and hybrid solutions, have been proposed, there is no
one-size-fits-all solution. Future research will likely focus on
developing adaptive and intelligent protocols that can meet the
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evolving demands of 10T networks.

In summary, the trade-offs between energy consumption, security,
and performance metrics in 10T routing protocols underscore the
need for dynamic, context-aware algorithms that adapt to the
varying requirements of the 10T environment. Future research
should focus on developing hybrid algorithms that balance these
metrics based on the specific needs of the application.
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