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Abstract: In today’s rapidly evolving corporate environment, organizations rely on intranet systems to streamline internal
communication, enhance operational efficiency, and foster employee engagement. This paper presents the design and implementation of
atailored intranet system aimed at optimizing resource management within an organization. The system integrates essential functionalities
such as leave request management, asset tracking, internal messaging, daily status reporting, and role-based access control (RBAC).
Additionally, it features personalized employee dashboards to improve accessibility and user experience.

The implementation of this intranet system resulted in significant improvements in workflow automation, collaboration, and internal
communication. Employees experienced reduced processing time for requests, seamless access to critical resources, and enhanced
coordination across departments. By centralizing organizational processes, the system contributed to increased productivity and
operational transparency.

Future enhancements include the integration of mobile-friendly interfaces for remote accessibility and cloud-based deployment for
improved scalability and security. These advancements will ensure greater flexibility, higher user adoption, and enhanced overall system
efficiency, making the intranet a comprehensive solution for modern organizations.
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Asset Management According to a study by Johnson (2019), asset
management systems help companies track, monitor,, and manage
physical, and digital assets effectively.

This improves resource allocation, and minimizes wastage, leading to
cost savings. Our proposed system will include an asset management
feature that allows employees to request assets, track their usage,, and
provide updates about their status.

Leave Request, and Management Anderson, and Lee (2017) explored
the automation of leave management processes within intranets.
Additionally, they found that automated leave r2equests, and approval
workflows significantly reduce administrative burdens while
providing transparency for employees. This system streamlines the
leave request process by enabling employees to submit leave
applications through a user-friendly interface, which is then processed
by the concerned department.

Internal Communication A study by White, and Davies (2021)
emphasized that real-time internal communication tools, such as chat
systems, foster better collaboration between employees. Modern
intranet systems have evolved to include messaging platforms that
reduce the need for emails, and make interactions more spontaneous.
Additionally, the system's secure chat feature lets employees
communicate quickly, and safely.

Role-Based Access Control (RBAC) RBAC is crucial for security,
and privacy, as noted by Brown, and Davis (2020). Additionally, they
highlight that using RBAC ensures users have access only to
information pertinent to their role, reducing the risk of unauthorized
access. This system incorporates RBAC to manage user permissions
effectively, ensuring that sensitive information is only accessible to
authorized personnel

111. Methodology
3.1.System Architecture
Our system follows a three-tier architecture consisting of:
3.1.1 Presentation Layer (Front-End):

e  Built using HTML, Tailwind CSS, and JavaScript, ensuring
a responsive and intuitive user interface.

e Provides user access through dashboards, forms, and data
visualization tools.

3.1.2 Application Layer (Back-End):

o Developed using Python (Frappe framework) and
ERPNext, which facilitates seamless business process
automation.

e Implements APIs for secure data transfer between modules.
3.1.3 Database Layer (Storage):

e Uses MariaDB, a relational database management system
(RDBMS), for structured data storage.

e Incorporates indexing and caching mechanisms for
optimized query performance.

3.2 Algorithms Used
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3.2.1Role-Based Access Control (RBAC)

The RBAC system follows a hierarchical model where access
permissions are assigned based on predefined roles such as
Employee, Manager, and Admin. The first step involves defining
these roles and their associated permissions, ensuring each
role has only the necessary level of access. A hierarchical
inheritance mechanism is used, where roles at a higher level
inherit permissions from lower-level roles. This inheritance
simplifies access management by reducing redundant permission
assignments. When a user attempts to access a system resource,
the access control mechanism checks the user's role and verifies if
they have the necessary permissions. If the role matches the
required access level, the user is granted permission; otherwise,
access is denied. This approach enhances security by restricting
unauthorized access and improves scalability by allowing easy
role modifications.

Define Roles & Permissions

l

Assign Permissions to Roles

Does User Have a Role?

3.2.2 Leave Request & Approval Workflow

The leave request workflow is modelled using a state-transition
approach, ensuring a structured and automated approval process.
When an employee submits a leave request, the system records
the details and moves the request into a "Pending" state. The
request is then forwarded to the manager for review, where it
transitions to the "Manager Approval" state.

If the manager grants approval, the request transitions to an
"Approved" state; otherwise, it moves to a "Rejected" state.
Additionally, an auto-approval mechanism is implemented,
where predefined conditions, such as available leave balance or
prior approvals, allow the system to approve requests without
manual intervention.

Once a final decision is reached, the system updates the leave
balance of the employee and sends a notification about the status.
This algorithm ensures efficiency by reducing manual workload,
maintaining consistency in decision-making, and accelerating
the approval process.
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3.2.3Asset Tracking & Optimization

The asset tracking system utilizes inventory optimization through
Linear Programming (LP) to allocate resources efficiently. Initially,
constraints such as stock availability, demand, and priority levels are
defined to ensure proper asset utilization. The objective function is
formulated to minimize unused assets while meeting operational
requirements. The optimization process is solved using the Simplex
Method, a mathematical approach to finding the best allocation
strategy. Once the optimal allocation is determined, assets are
assigned to employees or departments as perdemand, and stock
levels are updated in real time. This algorithm prevents resource
mismanagement, reduces unnecessary procurement costs, and
ensures that assets are allocated effectively based on demand

patterns and priorities.

Define Constraints (Stock, Demand, Priority)

|

Formulate Objective Function to Minimize Wastage

:

Solve Using Simplex Method

!

Allocate Assets Based on Optimization

!

Update Inventory Stock Levels

3.2.4Secure Authentication & Session Management

Authentication and session management rely on hashing and
token-based mechanisms to safeguard user credentials and
maintain session integrity. During user registration, passwords
are hashed using the SHA-256 algorithm before being stored in
the database, ensuring that even if the database is compromised,
plaintext passwords remain unrecoverable. When a user attempts
to log in, the system hashes the entered password and compares
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it with the stored hash. If they match, authentication is
successful, and a JSON Web Token (JWT) is generated. This
token is then sent to the client and must be included in
subsequent requests for resource access. The system validates
each token before processing requests to ensure that only
authenticated users can access sensitive data. To enhance
security  further, session expiration mechanisms are
implemented, where tokens become invalid after a set duration,
forcing users to reauthenticate. Additionally, users are logged out
when they manually end their session, preventing unauthorized
access from stolen or reused tokens. This approach strengthens
security by preventing password leaks, mitigating session
hijacking risks, and ensuring only authenticated sessions can
access system resources.

By implementing these algorithms, the system ensures enhanced
security, automation, and efficiency, leading to a seamless and

well-managed user experience.

T User Registers (Hash Password using SHA-256)

_::—:_j‘cj_i_c@f Session Ex‘m?e_d___‘:::-_

Expired
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4.2 Output:
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The above screenshots show the HR login page and the dashboard
after logging into the HR profile. The HR login page contains two
text fields for email and password as login credentials, along with a
button that initiates the login session in the background. The HR
home dashboard displays all available functions for HR, as well as
quick links for easy navigation to desired pages.

V1. Conclusion

The intranet system has centralized communication and operational
management, enhancing efficiency and reducing administrative
burdens. Built on a modular framework, it supports future
expansion, including Al-driven analytics, mobile applications, and
cloud-based hosting. Future upgrades will integrate predictive
analytics and blockchain technology for improved security and
performance. By adopting this system, organizations can streamline
collaboration, reduce costs, and enhance workforce engagement.
Additionally, robust data security measures and operational
flexibility ensure long-term scalability. This comprehensive
solution not only optimizes resource management but also fosters a
more connected and efficient work environment, making it a
valuable asset for modern enterprises.
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